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Contract Signing: The Goal

Contract signing is a network game:

X cannot get
contract

X has contract

Start

X

X T

X

Fairness: ∩ = ∅. Timeliness: 〈〈X〉〉 ( ∪ ).
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The Problem: Unbalance

In all previous protocols [Asokan et al., 2000;
Garay et al., 1999] the dishonest player had too much control:

X

Formally:

〈〈X,X, T 〉〉
(
〈〈X〉〉 ∧ 〈〈X〉〉

)
.
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Our Solution

To achieve balance we let the TTP decide the outcome in some
cases:

X

T T
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Adding Probabilities

We study n-round protocols with probabilities.
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ATL∗ with probabilities [Chen and Lu, 2007]:

〈〈X,X, T 〉〉>0
(
〈〈X〉〉≥pr ∧ 〈〈X〉〉≥pa

)
.

New result 1: for an n-round protocol pr + pa ≤ 1 + 1
n at all times.
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New Result 2: Computational Soundness for ATL∗

We define a symbolic and a computational interpretation of
pATL∗ [Aizatulin et al., 2009].

Theorem (Computational Soundness)

If Gamesymb |= ϕ then there exists a negligible function ε such
that for all security parameters η,

Gamecomp,η |= ϕε(η),

where the strategy probabilities in ϕε(η) are shifted by ε(η).

Limitations: only signatures and only finite games.
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Main Open Problem

We would like to extend the result to infinite games (multiple
sessions, auctions).

But computational games stop early, so how do we preserve
liveness?
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